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Abstract
Cybercrime has rapidly grown in prevalence and potential for harm and disruption for victims. Studies have examined the
adverse psychological impact of cybercrime for victims; however, the specific effects for victims of hacking are unexplored.
The present study aimed to investigate the psychological impacts of hacking victimization through exploration of the
experience of victims of hacking. The study employed an in-depth phenomenological approach to explore the experiences of
11 victims of hacking. Semi-structured interviews were used as a tool for data collection, and thematic analysis of the data
revealed four main themes: emotional impact; an increased sense of vulnerability; a sense of violation; and coping strategies.
The findings highlight that hacking may have significant consequences for victims, and further, that hacking may represent an
intrusion into a victim’s “digital space.” Recommendations are discussed for providing support to victims through measures
aimed at increasing victim’s self-efficacy, sense of control over their digital environment, and increasing community awareness
about the potential adverse impacts for victims of hacking.
Keywords
cyber security, cybercrime, hacking, qualitative, victimization

Introduction
In 2018, 978 million people globally fell victim to online
crime, or cybercrime (Symantec Corporation, 2019).
Cybercrime refers to a broad range of criminal activity committed using computers or the internet and encompasses a
wide range of offenses such as cyber-stalking, harassment,
online fraud, phishing and hacking (Morgan et al., 2016).
With the rapid digitization of society, trends indicate that
cybercrime is a growing issue of economic and social concern, and incidences now considerably exceed rates of traditional crime. To illustrate, 30% of Australian adults fell
victim to cybercrime in 2018 (Symantec Corporation, 2019).
In contrast, less than 5% of Australian adults were victims
of personal crime, and 11% were the victim of household
crime (Australian Bureau of Statistics, 2019). Cybercrime
results in economic and social damage to governments, private organizations, and individuals, with significant consequences for a growing number of victims in Australia and
the world over (Broadhurst, 2017). Cybercrime is considered such a significant issue that the Australian government
has recently supported several initiatives to improve organizational and industrial responses to cybercrime (e.g., Cyber
Co-operative Research Centre—https://cybersecuritycrc.
org.au) and to inform the general populace of the impacts of
cybercrime and how to defend against cyber attacks (e.g.,
Australian Cyber Security Centre—https://www.cyber.gov.

au/acsc/view-all-content/advice/cyber-security-your-family). The focus of the present study is on cybercrime victimization, specifically at the level of individuals.
Typically, cybercrime is conceptualized as a financially
motivated or non-violent crime (Smith, 2015). As such, a
common perception exists that like other non-violent crime,
cybercrime is a “victimless” crime (Kshetri, 2006; Nurse,
2018). This view may stem from the perception that banks
tend to compensate victims of financial crimes and therefore
no direct cost or harm to the individual exists (Duffield &
Grabosky, 2001). Further, the offenses occur in a virtual
space, and therefore victims of cybercrime are not real victims as there is no “real” harm involved (Martellozzo & Jane,
2017). However, in recent years, studies have demonstrated
that alongside the possible economic damages, cybercrime
victims may experience deleterious effects on their emotional and psychological wellbeing, including symptoms
similar to those experienced in post-traumatic stress disorder
(PTSD) (Cross, 2018; Kirwan & Power, 2011; Symantec
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Corporation, 2010). Considering the number of victims facing cybercrime, gaining greater insight into the impacts of
victimization is integral to understanding and improving the
wellbeing of victims (Green & Pomeroy, 2007a).
Among victims of cybercrime, the most frequently
reported victims are those who have experienced hacking. In
2018, a Norton global cybercrime report indicated that the
most common cybercrimes involve unauthorized access to
home and personal devices and Wi-Fi networks (26%),
online banking or other financial accounts (14%), and email
accounts (12%) (Symantec Corporation, 2019). In the context of cybercrime, hacking refers to the unauthorized access
of data in a computer system or private network, with the
intent to exploit information within the system (Morgan
et al., 2016). The consequences for the victims may include
the redirection of money, malicious damage, and modification or theft of sensitive personal and business data (Nurse,
2018). Despite the magnitude of instances and consequences
involved for victims, relatively little is known about the psychological and emotional impact of hacking victimization.
As research into the psychological impacts for cybercrime
victims is relatively limited (Jansen & Leukfeldt, 2018;
although see a recent UK study by Button et al., 2020), the
purpose of the present study was to explore the psychological impact of hacking victimization, as reflected through the
experiences of victims of hacking.

Nature and Impact of Crime Victimization
Victimization is a complex process that produces disruptions
to daily life. Victims have reported significant variation in
the experience and effects of crime, ranging from short-term
discomfort to significant long-term effects (DeValve, 2005;
Green & Pomeroy, 2007a). The variability of these effects
may be related to factors including previous victimization,
pre-crime psychological functioning, and in the case of sexual crime, the relationship between the victim and offender
(Green & Pomeroy, 2007b; Ruback & Thompson, 2001;
Sales et al., 1984). Furthermore, there is evidence to suggest
that victimization may be a harmless experience for victims
(Hindelang et al., 1978). Researchers have highlighted the
difficulty of predicting the type and intensity of effects that
individuals will experience following victimization (Christie,
1986; Shapland & Hall, 2007).
Reactions to victimization. A vast amount of research has
demonstrated the emotional and psychological impacts of
being criminally victimized (Burgess, 1975; Lurigio, 1987).
Such effects include indicators of distress such as anxiety,
somatization, anger, and low mood (Dignan, 2004; Ruback
& Thompson, 2001). The experience of crime also appears to
heighten victims’ perceived risk and fear of crime, which
engenders a loss of trust in others and society (Kury & Ferdinand, 1998; Lurigio, 1987). The adverse effects of victimization have been widely studied using victim survey studies,
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clinical techniques and in-depth interviews, and the findings
generally report that the intensity and severity of the symptoms are specific to the type of offense (Freeman & Smith,
2014; Green & Pomeroy, 2007a; Ruback & Thompson,
2001). For example, violent and sexual crime has been linked
to higher levels of distress for victims when compared to victims of property crime (Norris & Kaniasty, 1994). Conversely, studies have suggested that victims of financial
crime experience comparative levels of distress to victims of
violent crime (Button et al., 2014; Deem et al., 2007). Moreover, Shapland and Hall (2007) found that the proportion of
victims who were reported being affected emotionally by
crime was similar among victims of violent crime, burglary,
and theft. Such research emphasizes the difficulty of predicting the effects of crime victimization and highlights the
importance of investigating the effects for specific categories
of cybercrime.

Factors Influencing Victim Outcomes
The experience of crime victimization has adverse effects on
the beliefs, emotions, and behavior of victims; however, the
impact of crime is not the same for all victims. Research in
this area indicates that several factors, including appraisal,
coping strategies, and social support, are central to enabling
positive adaptation after a crime, and determining the likelihood of sustaining long-term psychological harm (Green &
Pomeroy, 2007a, 2007b; Ruback & Thompson, 2001).
Developing a greater understanding of these factors is integral to improving psychological outcomes for victims of
crime.

Rationale
Previous research provides some understanding of the psychological impact of hacking victimization. The findings
indicate important factors such as the type and severity of
the crime, the victim’s appraisal of their experience, coping
methods employed and the perception, access and mobilization of social support. However, a limitation exists in the
literature. The research has provided insight into the impact
of cybercrime for victims of online and banking fraud, stalking and revenge pornography; however, no studies have
examined the specific psychological impact for victims of
hacking. While quantitative methods enable the collection
of large data sets from many participants, there are limitations in the capability to provide detail beyond a list of
symptoms. Qualitative methodologies place primary focus
and value on understanding in full, the way in which individuals make sense of their experiences within milieus that
are interactional, dynamic, and complex in their foundation
and structure (Liamputtong, 2009). As such, qualitative
methods have often been preferred for investigating experiences of victims of crime, and this has been well demonstrated in cybercrime literature, with in-depth interviews
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Table 1. Participant Demographic Characteristics.
Mr A

Mr B

Mr C

Mr D

Mrs E

Mr F

Ms G

Ms H

Mrs I

Mr J

Mr K

Age
57
58
72
45
56
44
23
33
49
26
47
Gender
M
M
M
M
F
M
F
F
F
M
M
Time Since
−1 year
+1 year +1 year −1 year
−1 year
+1 years +1 year
+1 years
−1 year
−1 year
+1 year
Crime (±1 year)
Personal
Business and
Mobile
Business Phone, personal Personal
Mobile
Business Business Home
Nature of
Business
computer personal
phone
website, and professional emails,
phone
software computer,
emails,
hacking
computers,
emails, home
and bank
personal
emails, social
and bank financial
personal
financial. Personal financial and
Wi-Fi cameras
information account
media
information account
website
computer.

used to explore the perceived impact of victimization.
Therefore, the rationale for adopting a qualitative approach
for the present study has two components: (a) qualitative
methods enable the exploration of novel phenomena that are
potentially complex or not well defined, and (b) in-depth
methods elicit rich detail from the participant’s own viewpoint, in their own words (Liamputtong, 2013).
As the sophistication of technology increases, the number
of individuals who will fall victim to cybercrime is set to rise.
Considering the prevalence of hacking victims among this
group, and the potential consequences for victims, research
that aims to enhance understanding of the experiences and
effects of victimization is integral to providing support for
victims and mitigating the negative effects for victims. Thus,
the purpose of the current study was to explore the psychological impacts of cybercrime victimization through an indepth exploration of the experience of victims of hacking.
The research question used to explore this phenomenon was:
“What is the lived experience of victimization for victims of
hacking?”, further underpinned by the question: “What are
the perceived psychological effects for victims?”

Method
The methodology employed for the current study was interpretative phenomenology (IP) (Liamputtong, 2013). IP principles aim to represent an interpretative account of how
individuals make sense of their experiences, recognizing that
researcher and participant are in partnership in the interpretation of meaning (Pietkiewicz & Smith, 2014). To understand
the experience of the participant from their perspective and
seeking to eliminate biases or attitudes stemming from the
researchers, in relation to the phenomena under study, we
sought to use an Interpretive Phenomenology approach
(Moustakas, 1994).

Participants
Purposive sampling was used to ensure participants who volunteered to be interviewed had been victims of hacking.
Inclusion criteria for the study required that participants were
(a) self-identified victims of hacking, and (b) 18 years or
older. The use of self-identification resulted in a broad range
of cases of hacking; from those that had personal and business

data accessed and distributed to their social networks, to those
who had bank accounts hacked. Inclusion criteria did not
exclude participants based on the outcome of the hacking, as
the experience of the specific type of cybercrime was of interest rather than the direct effects incurred.
Participants (three females, eight males) ranged in age
from 23 to 72 years, with a mean age of 46.36 years. All participants reported being hacked between one to three times
via personal devices and accounts and/or business-related
devices and accounts. Participant demographic and crime
characteristics are reported in Table 1.

Procedure
Upon receiving ethics approval from the Edith Cowan
University (ECU) Human Research Ethics Committee
(2019-00220-PALASSIS) recruitment commenced through
three modes. First, information about the study was presented at a public cyber-security event that was organized by
WA AustCyber Innovation Hub, a cyber-security network
working with ECU. Members of the audience who were
interested in participating in the study were invited to request
further information. Second, recruitment flyers were posted
around the Joondalup campus of ECU. Third, an article inviting participation was published in a local newspaper. All
recruitment efforts occurred in the metropolitan area of
Perth, Western Australia. As a result, all participants lived in
this area. Prospective participants were emailed study information to inform consent for participation. Interviews were
arranged and conducted with an introductory preamble framing the research objective. At each interview, participants
signed a consent form before commencing.
A semi structured interview schedule was used to
explore the participants’ experiences of hacking victimization, their perceptions of the psychological impacts, and
the factors relevant to recovery in this context. Semi structured interviews allow the participant to provide information that is most relevant to their experience. In unexplored
areas/contexts participants can provide information that is
novel, or not considered, within a structured set of questions. Prompts and probes, such as “Can you tell me more
about that?” were used to promote expansion into areas of
interest identified in the literature, or where the participants diverged from the topic (Pietkiewicz & Smith, 2014).
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In line with the dynamic nature of IP, the schedule guided
the natural flow of dialog, however the interviewer adapted
content of the questions in response to the participant’s
answers (Breakwell, 2006).
The first author conducted all interviews over a sevenweek period; 10 were conducted face-to-face in libraries or
cafes, and one was conducted over the phone. An audio
recording device was used to record interviews for transcription after each interview. The interviews ran between 25 and
115 minutes, with an average duration of 49 minutes. Data
saturation was reached at the 11th interview, evidenced by
the information collected providing confirmation of the
themes identified, but ceasing to provide new meaning to the
data (Morse, 1995). In effect, saturation was reached after
the 10th interview. As a further participant had requested to
be involved, the opportunity was taken to include the participant to hear if any new information was relayed.
Notwithstanding the controversy surrounding data saturation, this current study utilized data or thematic saturation
(Sebele-Mpofu & Serpa, 2020). In addition, other aspects of
rigor are described below.

was assessed using Braun and Clarke’s (2006) 15-point
checklist of criteria for good thematic analysis which covered transcription, coding and analysis, recursive reviewing
of the transcripts, field notes and journal reflections
(Liamputtong, 2009). (2) Use of a transparent audit trail
throughout the data collection and analysis process enhanced
the dependability of the findings (de Witt & Ploeg, 2006). (3)
Member checking increased the credibility of the findings
(Creswell & Miller, 2000).

Data Analysis

The theme of Emotional Impact relates to the affective consequences resulting from the experience of being hacked.
Reflecting past victimization research, the participants
reported a broad spectrum of experiences or impacts, from
minor or no effect to severe, lasting emotional effects
(DeValve, 2005; Norris & Kaniasty, 1994). Three subthemes
capture the emotional impact for participants: anxiety,
depressive symptoms, and secondary victimization.

Analysis was conducted based on Braun and Clarke’s (2006)
thematic analysis procedure and guided by principles of
interpretative phenomenological analysis (IPA). The analysis
was iterative, and the themes were identified inductively
through immersion in the participant’s data (Braun & Clarke,
2006).
Initial analysis involved transcription of the interview
recordings verbatim, with the omission of names and identifying details; and reading the transcripts, journal entries, and
field notes several times (Braun & Clarke, 2006). After
establishing familiarity with the data, the first author generated initial codes; made up of words or phrases summarizing
sections of the data. Coding involved chunking the data into
broader concepts by identifying significant ideas, patterns,
and contradictions across the transcripts (Braun & Clarke,
2006). This process was repeated several times for each transcript. From here, codes were analyzed and linked by similarity into potential themes. This stage entailed thinking
about connections between the codes and themes, and sorting them into potential themes and subthemes. Thematic
maps, like mind maps, were employed to assist this process
(Braun & Clarke, 2013). Analysis was cyclic, as earlier transcripts were revisited as new themes were identified from
data, and this recursive process strengthened the credibility
and confirmability of the interpretations (Braun & Clarke,
2013). All authors were involved with interpreting and further developing the themes, before reviewing, defining and
naming the final themes. This process of peer-reviewing provided a form of analytic triangulation and strengthened the
credibility of the findings (Creswell & Miller, 2000). Finally,
rigor was achieved via several strategies. (1) Scientific rigor

Findings and Interpretations
Employing thematic analysis, we interpreted the participants’ accounts into four overarching themes. The themes
and 10 associated subthemes summarized in Table 2 encompass the multiple factors that relate to the psychological outcome of hacking victimization. The themes are discussed
and related to the current literature and theory to illuminate
our findings.

Emotional Impact

Anxiety. Consistent with the experience of crime victimization, the participants reported experiencing various states
and severity of anxiety linked to being hacked (Dignan,
2004). Some participants reported anxiety in the form of an
acute physiological reaction upon realizing they had been
hacked, using phrases such as, “my stomach dropped” (Ms
G) and “I started panicking” (Mr J). For others, anxiety
appeared to manifest in the form of persistent “anguish” and
paranoia linked directly to the hacking ordeal. The emotional
impact of hacking may be short lived, as some participants
reported that their distress and anxiety returned to normal a
few weeks after being hacked. For others however, the
impact was enduring, with some participants continuing to
experience anxiety while using e-commerce, emails or social
media sites. In this, Mr J stated “I’m still a little bit paranoid
about dealing with everything online.” For one participant
(Mr K), reminders of the hack in his daily life brought on
strong physical reactions: “It only takes one little thing, like
if I’m in a servo (fuel station) or something and my bank card
gets declined and I literally race out like thunder”. In this, Mr
K described his experience as a “digital trauma,” the stress
and anxiety of which was so great that he reported having “a
breakdown where I literally collapsed on the floor.” When
anxiety is linked to a perceived traumatic event, it may be
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Table 2. Themes and Subthemes Related to Participants’
Experience of Hacking Victimization.
Theme
Emotional impact

Increased sense of vulnerability

Sense of violation
Coping strategies

Subtheme
Anxiety
Depressive symptoms
Secondary victimization
Fear and perceived risk
Sense of helplessness
Loss of trust
Invasion of security and privacy
Loss of autonomy and control
Problem-focused coping
Emotion-focused coping

associated with intrusive recollections such as distressing
dreams (Andrews et al., 2003; Bates, 2017):
I mean I’ve had like hacking dreams. Like where, where I’m
constantly being hacked or where, like, people are hacking
nuclear power plants and there’s a disaster and like. . . that
kind of stuff, like the angst definitely manifests itself. (Mr D)

Moreover, for some participants, distress was visible as they
recounted their experience during the interview; as Mr B
noted “I’m getting more paranoid now, you know?.”
Similarly, as Mr K described how he had experienced his
Wi-Fi network and personal computer being hacked, he
expressed “I’ve got this feeling right here, now, it’s just nauseous you know, just thinking about it.” These anecdotes
serve to highlight that exposure to reminders of the hacking
event may bring on autonomic and emotional reactivity and
arousal reactions for some victims; symptoms which are
often reported among crime victims as a response to the
stress of crime (Sharp et al., 2003). Taken together, anxiety,
distressing dreams, paranoia, and emotional or physical reactivity are commonly reported symptoms of acute stress disorder and PTSD among victims of crime (Dignan, 2004).
Previous studies have reported anxiety and PTSD related
symptoms in victims of online fraud (Cross et al., 2016),
cyberstalking (Worsley et al., 2017) and revenge pornography (Bates, 2017), and the participants’ reflections provide
anecdotal evidence that hacking causes PTSD-like symptoms in some victims.
Depressive symptoms. In addition to anxiety symptomology, the participants frequently described negative emotional effects stemming from the direct and indirect impacts
of being hacked. Depressive symptoms were described
indirectly, as one participant (Mr J) expressed “I feel really
sad and really angry at the same time” when recalling the
personal data he had lost, while others expressly stated that
they had experienced depression. Mr B stated, “I’ve had
depression before. . .but this certainly brought it on. . . It
took me a long time to, to get over it.” Another stated:

I wouldn’t be surprised if I was in depression. . .I sort of
downplay it a bit but then after I was thinking. . . I didn’t lose
millions. I lost my livelihood. I lost my identity. . . other people
see me as a victim, I see myself as a failed business. (Mr F)

In the above extract, Mr F echoes feelings of failure linked to
loss of his business, and the negative attribution he placed on
himself as a result. Feelings of loss were also reported,
accompanied by guilt:
It’s hard to put a number, it’s too hard, but it’s loss of my
business, my potential to earn at this stage of life. . .It’s a bit of
an indictment, you know, the way I have failed. (Mr C)

Previous research has found that these negative self-directed
thoughts may lead to the emotional elements of depression in
victims of crime (Kunst & Koster, 2017). Similarly, some victims reported lowered self-esteem, which appeared to be a central feature in the development of depressive symptoms. In this,
Mr K commented, “It was about how to rebuild yourself as a
person. . .and how do you get your self-worth back and selfesteem,” while Mr F reflected that his self-esteem was “rocked
to the core” by the losses incurred through being hacked.
Collectively, through the ordeal of being hacked, victims may
incur depressive symptoms including lowered self-esteem, feelings of failure and loss, and low mood associated with the direct
and indirect effects of the experience, outcomes which have
been demonstrated in previous research on victims of traditional
and cyber crime (Cross et al., 2016; Dinisman & Moroz, 2017;
Fischer & Wertz, 1979; Green & Pomeroy, 2007a).
Secondary victimization. In addition to anxiety and depressive
symptoms, the participants expressed frustration about the
indirect impacts that being hacked had on their life. Most of
the participants spent hours attempting to recover from the
effects of the event, and feelings of anger and annoyance
appeared to be exacerbated by these efforts. As Mrs I
expressed, “I’m probably more just angry. . .and angry, not
just even angry at what they did, but angry at the time it’s
taken to get it right.” For another participant, interaction with
her service provider was a central source of frustration, Mrs
E stated “I was angry, that was a big thing for me. I was just
angry. . .I’m angry at the people who were culpable [a telecommunications company] and they will not accept any
responsibility whatsoever.”
In addition to frustration and anger, participants were distressed by the indirect impact that being hacked had on their
social networks:
It was embarrassment first because I had all these people like,
harassing me about trying to stop it and I was like, I can’t control
. . . . It’s like, I’m dealing with my whole life has just exploded
on me. (Ms H)

These comments support previous research on cybercrime, in
which victims frequently expressed a belief that it is not
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possible to repair a negative online image (Symantec
Corporation, 2010). A few participants expressed shame and
humiliation about having fallen victim to crime. In this, Mr B
commented “Even though, they said they would refund it (the
money), it’s still, it’s that kind of bit of humiliation. You know.
How could I have been done on this?.” Such negative selfdirected attributions may contribute to poorer emotional
adjustment following victimization, and lead to perceived or
actual isolation for victims (Barnett et al., 1996; JanoffBulman, 1985). A sense of isolation was apparent for some
participants. Mr K described how the embarrassment of having his personal emails and Wi-Fi cameras hacked led to
reduced social functioning, remarking that “It’s disturbing
socially, and now, I literally lock myself away, and I still
haven’t seen many, many people.” The participants often
expressed that others were “dismissive” of their emotional
reactions. Such perceptions can be stigmatizing and deter victims from seeking social support and inhibit recovery from the
emotional impact of victimization (Green & Pomeroy, 2007b).

Increased Sense of Vulnerability
This theme relates to the victim’s altered perceptions about
their own vulnerability, the world, and others as a result of
their experience (Janoff-Bulman & Frieze, 1983). These
perceptions are linked to the “Emotional impact” findings,
as they may underlie the effects incurred through being
hacked. Three sub-themes encompass the personal and
social aspects of vulnerability: fear and perceived risk, helplessness, and loss of trust. One participant aptly captured the
essence of the theme, stating:
It’s, things will never be the same. You know, I mean, that’s,
that’s it. It’s embarrassing. It’s paranoia. It’s anxiousness. It’s
about what ifs?. . .It’s not so much about rebuilding uh, on the
tech side, it’s about rebuilding as a person and going ‘This is
how I have to live now.’(Mr K)

Fear and perceived risk. In line with previous studies, a
heightened sense of fear was salient among most participants
(Denkers & Winkel, 1998). Fear manifested in three ways:
uncertainty about the direct consequences of the crime,
increased perceived risk of being hacked, and fear for the
future. Uncertainty about the use of their personal data was
particularly distressing for some victims:
They had all my identity documents and that’s really concerning
for what people could do when they have your identity
documents. And the other concern I have is, so there was also
things on there when I transferred money to my daughter’s
account and my son’s account and so they got all their details as
well. (Mrs E)

Similarly, the extent of the intrusion resulting from being
hacked was a source of stress, with many expressing the

sentiment that “It was really scary” (Mr K) that the hacker
may have “access to everything” (Mrs E). These comments
are consistent with Greenberg et al.’s (1983) model of victim decision making, in which fear and anxiety about what
might happen in the future is a central source of stress for
crime victims.
Fearful cognitions about future victimization were salient
among the participants, and often resulted in behaviors aimed
at neutralizing the fear by decreasing their perceived risk
(Russo & Roccato, 2010). For instance, Mr K stated that “If
I see something slightly wrong [when operating online], I
look at it and dig deeper. . .So I double check everything.”
Conversely, for a few participants the experience did appear
to engender fear. For instance, one participant (Mr A) commented that “I just thought bugger it! (Laughs). . .because
my own clients have had hacks you know. . .we knew it was
there, the risk, and really it was what it was.” These victims
appeared to perceive that they had a high likelihood of being
hacked. In consonance, another participant (Ms H) stated
“I’ve been hacked before. . .I just think you’re lucky if you
haven’t been hacked.” These comments are distinct from the
majority of participants, in that these participants had previous exposure to cybercrime. This is an important finding as
it contrasts with previous studies that demonstrated that
exposure to crime, direct or vicarious, increases fear of future
victimization (Ferraro, 1995; Virtanen, 2017). One explanation for this finding may be that compared to non-victims,
individuals who have experienced crime and engaged in successful coping may possess a greater sense of self-efficacy,
and the practical skills for coping with future victimization
(Bandura, 1977). While these participants did not express a
sense of fear, behavioral coping efforts were evident. For
instance, Mr A was recruited at a cyber-security event where
he was seeking information after being hacked.
Finally, concerns for the state of cybercrime as a problem
for society were salient, with the term “wild west” and a
“lawless society” common among the participants’ accounts.
Abstract fear, which concerns the well-being and safety of
society is commonly reported among crime victims (Russo
& Roccato, 2010):
That’s what’s really got me. . .concerned about the future and,
and that, that was really the main story that I wanted to share is
that like I feel like I’ve tasted what the future is going to be like.
(Mr D)

Fears were expressed on a continuum from a passing feeling for some participants, to impacting the daily thoughts
and behaviors of others.
Feelings of helplessness. Participants described feeling unable
to defend themselves or act effectively in the face of cybercrime. The sense of helplessness was expressed toward controlling the practical impact and consequent outcomes of
being, as Mrs E commented: “I just felt impotent because
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there was nothing I could do about it because they had
already captured all my information.” Helplessness was
often expressed alongside fear, as Mr K commented “I
looked into it. . .and what I saw really scared me to the core.
But that’s the world it is.” Similarly, the participants
expressed negative views about preventing re-victimization:
The fact that I felt totally helpless and that there’s nothing I
could do really hammered home to me that like, your average
user doesn’t really stand much of a chance towards any attack
that’s dedicated. (Mr D)

Mr H, who is trained and employed in the information technology field, reflected that being equipped with the expertise,
but being unable to defend himself served to incur a sense of
powerlessness. This notion was consistent with previous literature, which shows that victimization may negatively impact a
victims’ self-concept, as individuals who viewed themselves
as being in control of their own lives may now perceive themselves as powerless (Janoff-Bulman & Frieze, 1983).
Taken together, the sense of helplessness following victimization may incur and accentuate feelings of anxiety and
diminished mental health for victims (Dinisman & Moroz,
2017; Worsley et al., 2017).
Loss of trust. Reflective of an increased sense of vulnerability, the findings in this sub-theme relate to distrust toward
others and in the internet incurred through being hacked.
Specifically, distrust was directed toward the digital environment, as one participant (Ms H) stated “I already didn’t trust
the internet. . .But I don’t trust it more now,” while another
remarked:
I can say if I’m honest, I don’t feel like trusting anything [online]
again. Like unless I’m a hundred percent sure, unless I go deep
in and see it’s legitimate or not I can’t trust another website
again. (Mr J)

This is consistent with previous research that has reported
that victims commonly experience a loss of trust as a result
of victimization (Virtanen, 2017). The “Loss of trust” findings may reflect the notion that victims experience an
increased sense of vulnerability as a result of shattered
assumptions about others and society as a source of threat
(Bard & Sangrey, 1986; Janoff-Bulman & Frieze, 1983).

Sense of Violation
When reflecting on the experience of being hacked, the participants expressed feelings of distress concerning disruptions to security, autonomy, privacy and control. This theme
contains two subthemes: violation of privacy and security;
and loss of autonomy and control.
Violation of privacy and security. This sub-theme is based on
the hypothesis that a source of emotional distress following
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victimization is a violation of the victim’s digital environment as an extension of the self (Bard & Sangrey, 1986;
Belk, 1988, 2013). Some participants expressly described
feeling “violated” by their experience, while others reflected
this notion by expressing a sense that their privacy and security had been invaded. Some participants appeared to reflect
the notion that being hacked represented a physical and
symbolic intrusion into a private territory. For example, Mrs
I stated “I felt like they had been in the house, not remote
from. . . somewhere (else),” and another participant (Mr K)
likened the experience to “being robbed.” Maguire (1980)
suggested that victims of home burglary experience stress as
a response to the violation of one’s safe territory, intimacy
and sense of security. This finding may suggest that victims
of hacking may experience similar effects to victims of
home burglary as a result of an intrusion into a personal territory. A sense that the hackers had accessed their entire connected network was a source of distress reported by some
participants:
I just felt like they’d been in the house. Like the fact that. . .I
didn’t know where they’d gotten in through the computer, my
daughter’s Mac or the phone. Have they got hold of my photos?
What have they got? (Mrs I)

The “Violation of privacy and security” findings may support the notion that a person’s digital environment, and the
content within it, are an extension of the self (Belk, 1988,
2013). While knowledge of the psychological impacts of
intrusion into private “digital territory” is unexplored, the
findings may suggest an expansion of the concept of the
extended-self to include the individual’s connected devices
and digital environment.
Loss of autonomy and control. Findings in this subtheme relate
closely to the violation of a person’s technologies as an
extension of the self, however the source of violation is
derived from an invasion of privacy and reduced sense of
agency (Kunst & Koster, 2017). When asked how he felt
being hacked had impacted him, one participant (Mr K) used
the phrase “mind burglary.” Another participant expressed:
I felt like violated, do you know what I mean? Like, you don’t
hand over anything to anyone and let them go through it, because
it’s just, I don’t know. It’s the weirdest feeling I don’t know how
to explain it. (Ms G)

In the above extract, Ms G is discussing her personal conversations and emails being accessed and shared through her
personal and professional networks. The loss of control over
what information is shared and what is held private, was particularly distressing, as it represented an imposition on her
autonomy and reduced her sense of agency (Figley, 1985;
Janoff-Bulman, 1985). Ms G went on to acknowledge the
implications of being hacked on her relationship to the internet and her social world. When asked about operating online
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after the event, Ms G observed that she is cautious and avoids
“putting the digital footprint on any of the ins and outs of
people anymore.”
I don’t like the fact that they have got photos of my children.
Even though they’re adults. I don’t like the fact that they’ve got
a photo of the cake that I made, or my tennis team. Yeah, it’s
personal. I don’t really use Facebook. You know I don’t post on
Facebook. . . I don’t post photos and things like that. So in a
way it’s almost, and I don’t do that on purpose, so. . .it’s almost
(like) having an involuntary Facebook. (Mrs E)

Violation was particularly salient among participants who
had experienced their personal or home devices being
hacked, and of note, the sense of violation reported was not
affected by whether the motive of the hack was theft of
money, or personal data.

Coping Strategies
This theme relates to the cognitive, behavioral and emotional efforts the participants employed to alleviate the psychological and practical effects of being hacked. Two
subthemes emerged: problem-focused coping and emotionfocused coping. Generally, participants engaged in problem-focused efforts immediately following the hacking
event and shifted to emotion-focused efforts after the initial
reactions had abated.
Problem-focused coping. Participants described a range of
behavioral efforts aimed at solving the direct cause of the
hack, including formal help seeking, self-educating and
modifications to their digital environment. Victims modified their daily routines including using “more secure methods of communication” (Mr D), installing and updating
security software restricting their online activity. For
instance, Mr B stated “I am more careful now than ever
with anything sensitive going over email,” and Mrs E commented “I actually don’t have Facebook or Messenger anymore.” By adopting these behaviors, the victims appeared
to be regaining a sense of control over their environment
(Lazarus & Folkman, 1984). Lai et al. (2012) identified
technological coping which is aimed at restoring security in
the digital environment, and conventional problem-focused
coping, directed at the self through behavior changes, findings which were congruent with past research on coping
behaviors for victims of crime.
Most victims contacted their banks and service providers in order to retrieve accounts and finances, however this
behavior often appeared to increase feelings of anger and
helplessness, as the participants’ efforts were met with a
lack of effective support. For instance, Ms H expressed
frustration after seeking assistance from her email provider,
stating “. . .there was no fix, and then I got really outraged
(laughs). So I was just overall kind of like, annoyed too, are

you kidding me?” Similarly, Mr F expressed his frustration
when his business website was hacked, “There are no contact details for Google. You can’t ring Google and say “Um,
I’ve disappeared off the internet. Do you know why?.” Mr
F echoes the notion that attempts to seek information were
futile, as support for hacking victims is not available. Most
expressed that their cases were “not important” enough to
seek formal support from police or reporting bodies, as Mr
J stated “I feel like they [the police] are not giving it much
prominence. They should think about the little person as
well.”
Emotion-focused coping. Participants described strategies
aimed at dealing with the emotional effects of being hacked;
primarily self-blame, cognitive reappraisal of the event, and
seeking support. Many of the participants expressed a sense
that they were responsible for their victimization:
The other thing that gnaws on me is that it was preventable. If I
had have updated my software, if I had have looked at my
analytics more regularly. They were things that I could have
done that could have made it preventable. (Mr F)

Self-blame is commonly reported among crime victims, and
may be an adaptive coping strategy, as it increases the victims’ reduced sense of control incurred through victimization
(Frieze et al., 1987). For instance, in expressing “I don’t feel
like a victim, because I feel like it is partly my fault” Ms G
appears to reflect a notion that she has control over her victim status. Certainly a great deal of the cybercrime literature
emphasizes the roles of the victims in their own victimization (Jansen & Leukfeldt, 2016; van de Weijer & Leukfeldt,
2017), but also recognizes that such emphasis can hinder
their emotional coping (Jansen & Leukfeldt, 2018). Selfblame may be maladaptive if victimization is attributed to
characterological (personality) traits such as being “dumb”
or “too trusting” rather than behaviors such as forgetting to
lock the front door (Janoff-Bulman, 1985). For example,
when discussing the emotional impact of the hacking event,
Mr C was visibly tearful as he voiced a sense of personal
responsibility stating “I’ve let my family down.”
Characterological self-blame has been reported to be associated with decreased feelings of control over future victimization, and poorer psychological adjustment for crime victims
(Draucker et al., 2000).
Finally, seeking support was helpful for most participants,
and predominately included discussing the event with family
and friends. For many participants, this coping strategy was
helpful as they could “just express” the emotions incurred.
For instance, Mr C commented that “talking gives me therapy.” Further, the participants emphasized that sharing their
experience provided the opportunity to hear about other
hacking victims, and knowing that they were “part of a group
of victims” (Mr D) relieved some of the emotional effects.
However, in some cases, talking to others appeared to
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engender a sense of isolation. For example, Mr K stated that
he rarely opens up to others about the emotional impact,
because “I just sound like a psycho. . .until someone else
gets hacked”; while Mr B expressed that “I don’t think my
wife could understand why I was so upset about it.” However,
others found success in seeking support; Mr F noted that
social support was integral to “validating” him and aiding his
emotional and financial recovery. For this participant, a hack
to his website resulted in the demise of his business. Mr B
expressed that “in the end I think it’s all come down to the
support from others.” Looking back on their experience,
while many participants were not inclined to seek support,
many expressed that they did not think emotional support in
the sense of “people who could understand what you’d suffered” (Mr B) was available for hacking victims. Findings in
the sub-theme of “Emotion-focused coping” are consistent
with previous studies that have demonstrated the dual nature
of social support in aiding or impeding the recovery process
for victims of crime (Andrews et al., 2003; Green & Pomeroy,
2007b).

Closing Summary
The purpose of the present study was to explore the experience of victims of hacking, and provide insight into the psychological impacts of hacking victimization. Adopting an
interpretive approach, we collected data through in-depth
interviews with 11 self-identified hacking victims. Four main
themes were identified that encompass the emotional, cognitive, and behavioral factors relating to the experience of
hacking victimization. The experience, and subsequent
effects of being hacked, were found to have adverse psychological effects for the participants in this study, consistent
with the effects found in the victimization literature, while
also being unique to the context of hacking (Deem et al.,
2007; Lurigio, 1987; Worsley et al., 2017). In the first theme,
the participants described a range of emotional responses
including anxiety, depressive symptoms and secondary
responses relating to the indirect effects of being hacked.
This theme captured the spectrum of the participants’ experiences, and the severity and longevity of the reported effects
varied among participants. The second theme reveals the
participants’ altered perception of vulnerability resulting
from being victimized. Participants reported a sense of fear
as a direct effect of being hacked, future victimization, and
abstract fear about the state of cybercrime. Similarly, the participants described a sense of helplessness to defend against
future victimization. Participants also expressed a loss of
trust for their online environment, and in some cases the loss
of trust extended to other people. The third theme relates to a
sense of violation of the participant’s self, and includes a violation of each participant’s security, privacy, autonomy and
control. Together the second and third themes revealed
changes in beliefs about the self and society. A fourth theme
explored the cognitive and behavioral efforts described by
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participants, with problem focused coping referring to strategies aimed at dealing with the direct impact and source of
threat, and emotion-focused coping detailing the strategies
aimed at alleviating the stress incurred through being
victimized.
Two potential limitations are noted with the current
study. Firstly, the participants in this study reported a range
of outcomes, in terms of losses and associated psychological impacts, and we have discussed two prominent theories
of victimization that may explain these psychological findings. However, qualitative methodologies are unable to
confirm the cognitive and psychological impacts reported
in this study beyond the sample studied. Further research
could assist in exploring broader yet unidentified impacts
and/or confirming the current and/or extended impacts
through qualitative and quantitative studies in other contexts. Secondly, the use of self-identification meant that the
sample included the experiences of victims of business and
personal hacking. While common themes were identified,
the transferability of the findings to all hacking victims
may be limited (Liamputtong, 2009; Smith & Osborn,
2003).
Suggestions for future studies may include investigating the psychological impact of hacking victimization
using quantitative measures. As this study adopted an
exploratory qualitative methodology, the findings have
provided the opportunity for future research to focus attention on specific factors that were identified relating to the
psychological impact of hacking. Future research could
seek to explore in more depth specific impacts of personal
and/or business hacking. In addition, the current study proposed anecdotal support for the theory of the extended self
to include a person’s technologies and digital environment,
and future research may focus on exploring this concept
empirically. Finally, considering that coping strategies are
consistently linked to victim outcomes, future research
may examine the mediating effects of coping strategies for
victims of hacking.

Implications
The findings from this study have important implications
for clinicians and support organizations working with victims of hacking. The present study adds to the limited existing research on hacking victimization by providing a
detailed understanding of the factors related to negative psychological impacts of hacking. These findings have provided a foundation for treatment guidelines for victims of
“digital trauma,” a phrase coined by one participant.
Additionally, the insights gained will enhance understanding for mental health care by enhancing awareness and
increasing sensitivity to the needs and issues associated with
hacking victimization. Specifically, treatment interventions
may include those that promote individual self-efficacy,
developing cognitive restructuring skills, and enhancing
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support seeking. Furthermore, from a community perspective, reducing stigma through promoting awareness may
improve victims’ help seeking behaviors. While many of the
participants had not previously sought emotional support for
their experience, many expressed the positive, cathartic
effects of the interview process in providing the opportunity
to normalize, and gain reflective insight into their experience. This suggests a need for promoting general awareness
of the potential psychological impacts of hacking, and providing support opportunities for cybercrime victims in formats such as support groups. Currently, psychological
support for victims of cybercrime is limited within Australia,
however private organizations in Europe (Victim Support
Europe) and the United Kingdom (Victim Support UK) are
seeing success in promoting awareness of the effects of
cybercrime victimization, and providing support for people
experiencing the effects of cybercrime victimization.
In conclusion, this study is the first to apply an interpretative phenomenological approach to explore the perceived
psychological impacts of hacking victimization. The findings in this study suggest that hacking victims may experience many of the same psychological impacts as those
experienced in traditional crime. Similar to traditional crime,
hacking has negative effects on the emotions, behaviors and
beliefs of victims. In hacking however, the salient effects
appear to be relevant to issues of online security and privacy,
rather than personal safety. At a time when we are experiencing the rapid digitization of society, these findings highlight
that this phenomenon should be of concern to the community
and mental health professionals.
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